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DETAILED ACTION 

Claim Rejections - 35 USC § 102 

1. The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent \inless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 35 1(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

2. Claims 57-108 are rejected under 35 U.S.C. 102(e) as being anticipated by Sims, 
111(6550011). 

3. As per claims 57, 83, Sims, III discloses a method of transferring authorization to render 
protected electronic content from a first device to a second device having a device cryptographic 
key(see col. 10, lines 43-64, col. 17, lines 54-61), receiving a transfer authorization request 
having an indicator of the first device, and indicator of the second device, and an indicator of the 
protected electronic content (see col 17, lines 62-67, col 18, lines 1-17); updating a first device 
history table to indicate that the first device is not authorized to render the protected electronic 
content and updating a second device history table to indicate the second device is authorized to 
render the protected electronic content based on the received transfer authorization request(see 
col 11, lines 34-47, col 15, lines 5-22, col 18, lines 3-18); and communicating a transfer 
authorization response having an indicator of the second device, an indicator of the protected 
electronic content, and a content cryptographic key for the protected electronic content protect 
using the device cryptographic key of the second device so that only the second device may gain 
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access to the content cryptographic key by use of the device cryptographic key of the second 
device(see col. 18, lines 1-18, 52-61). 

4. As per claim 58, Sims III discloses wherein the device cryptographic key of the second 
device is a symmetric key(see col. 4, hnes 7-17). 

5. As per claim 59, Sims III discloses wherein the device cryptographic key of the second 
device is a DES key(see col. 5, lines 19-33). 

6. As per claim 60, Sims III discloses wherein the device cryptographic key of the second 
device is a public key having a corresponding private key stored with the second device, and 
protecting the content cryptographic key suing the device cryptographic key of the second device 
includes protecting the content cryptographic key with the public key such that the second device 
may use the corresponding private key to gain access to the content cryptographic key(see col. 
17, lines 62-67, col. 18, lines 1-17). 

7. As per claim 61 , Sims III discloses wherein the public key is an RSA public key and the 
private key is an RSA private key(see col. 4, lines 7-17). 

8. As per claim 62, Sims III discloses wherein the content cryptographic key is a symmetric 
key, which is used to encrypt the protected electronic content such that only the symmetric key 
can be used to decrypt the content(see col. 3, lines 66-67, col. 4, lines 1-46). 

9. As per claim 63, Sims III discloses receiving payment authorization information 
associated with the transfer authorization request, and charging a service fee based on the 
payment authorization information (see col. 9, lines 25-43). 
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10. As per claim 64, Sims III discloses wherein updating the first device history table 
includes removing a stored indicator of the protected electronic content fi-om the first device 
history table(see col. 11, lines 34-47, col. 15, lines 5-22). 

11. As per claim 65, Sims III discloses wherein the updating the first device history table 
includes adding indicia that the protected electronic content is no longer authorized for the first 
device(see col. 11, lines 34-47, col. 15, lines 5-22). 

12. As per claim 66, Sims III discloses wherein the protected electronic content is audio 
content(see col. 8, lines 51-56). 

13. As per claim 67, Sims III discloses wherein the protected electronic content is video 
content(see col. 8, lines 51-55). 

14. As per claim 68, Sims III discloses wherein the protected electronic content is electronic 
written content(see col. 8, lines 51-58). 

15. As per claim 69, Sims III discloses wherein the indicator of the first device in the transfer 
authorization request is a unique serial number(see col. 17, lines 44-49). 

16. As per claim 70, Sims III discloses verifying that the first device is authorized to render 
the protected electronic content(see col. 17, lines 24-35). 

17. As per claim 71, Sims III discloses a method of providing authorization to render 
protected electronic content to a second device in addition to previously providing authorization 
to render the protected electronic content to a first device(see col. 17, Hnes 54-61), receiving an 
authorization to render request having an indicator of the first device, an indicator of the second 
device, and an indicator of the protected electronic content(see col. 17, lines 62-67, col. 18, lines 
1-17); updating a second device history table to indicate that the second device is authorized to 
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render the protected electronic content based on the received authorization to render request, a 
first device history table indicating that the first device remains authorized to render the 
protected electronic content(see col. 15, Hnes 5-22, col. 18, lines 1-18, 52-61); and 
communicating an authorization to render response having an indicator of the second device, an 
indicator of the protected electronic content, and a content cryptographic key for protected 
electronic content protected using a device cryptographic key of the second device so that only 
the second device may gain access to the content cryptographic key by use of the device 
cryptographic key of the second device(see col. 17, lines 62-67, col 18, lines 1-17). 
18. As per claim 90, Sims III discloses a system of providing authorization to render 
protected electronic content to a second device in addition to previously providing authorization 
to render the protected electronic content to a first device(see col 17, lines 54-61), an input for 
receiving an authorization to render having an indicator of the first device, an indicator of the 
second device, and an indicator of the protected electronic content(see col. 17, lines 62-67, col. 
18, lines 1-17); a processor for updating a second device history table to indicate that the second 
device is authorized to render the protected electronic content based on the received 
authorization to render request, a first device history table indicating that the first device remains 
authorized to render the protected electronic content(see col. 15, lines 5-22); and an output for 
communicating an authorization to render response having an indicator of the second device(see 
col. 18, lines 3-18); and indicator of the protected electronic content, and a content cryptographic 
key for the protected electronic content using a device cryptographic key of the second device so 
that only the second device may gain access to the content cryptographic key by use of the 
device cryptographic key of the second device(see col. 17, lines 62-67, col. 18, lines 1-17). 
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19. As per claim 97, similar limitations have already been addressed (see claim 90). Also, 
claim 97, discloses obtaining access to the content cryptographic key through decryption using 
the device cryptographic key of the second device and obtaining access to the protected 
electronic content thorough decryption using the content cryptographic key(see col 17, lines 62- 
67, col. 18, lines 1-25). 

20. As per claim 98, similar limitations have already been addressed(see claim 90). Also, 
claim 97, discloses obtaining access to the content cryptographic key in the first device thorough 
decryption using the first device cryptographic key and obtaining access to the protected content 
thorough decryption using the content cryptographic key(see col. 17, lines 62-67, col. 18, lines 1- 
25). 

21 . As per claim 99, Sims III discloses a system in which protected content such as audio is 
protected by having a cryptographic key(see col. 8, lines 51-58). Also, as per claim 99, for use 
with first and second interface devices for insertion into at least one audio tape player having a 
plurality of user controls and for responding to user actuation of the one of the controls to place 
the audio tape player in a state to initiate a selected operation when a conventional audio cassette 
has been inserted into a tape player, inherent because Sims discloses audio data(see col. 8, lines 
51-58, col. 12, lines 43-56). 

22. As per claim 100, limitations have aheady been addressed (see claim 71 and 90). In 
regards to the audio content, it has aheady been addressed (see claim 99). 

23. As per claim 101, Sims III discloses wherein the first and second devices are devices, 
which may be inserted into a tape player having a plurality of conventional user controls(see col. 
8, lines 51-58, col. 12, lines 43-56). 
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24. As per claims 72, 84, 91, are rejected under the same basis as claim 58. 

25. As per claim 73, it is rejected under the same basis as claim 59, 

26. As per claims 74, 85, 92 are rejected under the same basis as claim 60. 

27. As per claim 75, it is rejected under the same basis as claim 61 . 

28. As per claims 76, 86, 93 are rejected under the same basis as claim 62. 

29. As per claims 77, 87,94, are rejected under the same basis as claim 63. 

30. As per claim 78, it is rejected under the same basis as claim 66. 

31. As per claim 79, it is rejected under the same basis as claim 67. 

32. As per claim 80, it is rejected under the same basis as claim 68, 

33. As per claims 81, 88, 95 are rejected under the same basis as claim 69. 

34. As per claims 82, 89, 96 are rejected under the same basis as claim 70. 

35. As per claims 102-106, same limitations as claim 101. 

36. As per claim 107-108, Sims discloses wherein the first device is no longer authorized to 
render the protected electronic content upon transfer of authorization to render the protected 
electronic content from the first device to the second device(see col. 18, lines 3-16). 

Response to Amendment 

37. The Applicant states that the priority date of August 5, 1998 is not the priority date of the 
reference(6,550,01 1). The Examiner disagrees with the Applicant. The reference 6,550,01 1 , has 
a priority date of August 5, 1998 as this continuation in part reference qualifies as prior art. 
Thus, this point is moot. 

38. The Applicant states that Sims does not disclose receiving a transfer authorization 
request, let alone the transfer authorization request having an indicator of a first device, and an 
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indicator of a second device, and an indicator of the protected electronic content. The Examiner 
disagrees with the Applicant. The host device request the destination device's pubUc key in 
order to confirm the identity of the device authorized by the content provider(see col. 17, lines 1- 
9). The indicators are the keys that the devices possess. The is a content key associated with the 
protected electronic content in order to decrypt(see col. 18, lines 3-5). The two devices have an 
encryption key and decryption key(see col. 17, lines 63-67, col. 18, lines 1-16). 
39. The Applicant states that Sims does not disclose a first device history table to indicate 
that the first device is not authorized to render the protected content. The Examiner disagrees 
with the Applicant. The device history table in Sims, contains a hst of device that are authorized 
and non-authorized to receive protected content(see col. 15, hnes 4-45). The indications include 
what devices are authorized from copying, and contain a limit on how many copies can be made, 
each content has a watermark ID(see col. 15, lines 4-21). Sims also, discloses that a list of 
devices authorized is complies and identified (see col. 15, lines 22-3 1). Each device has a 
history in the list, so that the first device, second device, etc. is in the table of Sims(see col 15, 
liens 4-45). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jenise E. Jackson whose telephone number is (571) 272-3791. 
The examiner can normally be reached on M-Th (6:00 a.m. - 3:30 p.m.) altemate Friday's. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
apphcations is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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